Subject Manager

Your code name is David. Your job is to recruit participants for
study DELTA from external sources and add them to Castellum. But
your real goal is to find information about Mr. X. How can you get
access to Mr. X with the limited permissions you have been given?

Please prepare a short presentation on the following topics:
* How can you get access to Mr. X7
* Are there legitimate reasons for that access?

* What technical or organizational measures could prevent
illegitimate access?

Link: https://castellum-demo.mpib-berlin.mpg.de/

Username: david

Password: password

Study: DELTA

Target: Mr. X

Hints:

* When adding new subjects to the database, you are supposed to
first check whether the subjects already exist. As a
consequence, you have access to all subjects in the database.

Answers:
¢ How can you get access to Mr. X?

© I have the permission to access any subject, so I can just
use the regular search.

* Are there legitimate reasons for that access?
© Yes, checking for duplicates is a legitimate use case.

* What technical or organizational measures could prevent
illegitimate access?

© Only very few users get access to these permissions.

© Every subject search is logged in an audit log so misuse
can be detected.


https://castellum-demo.mpib-berlin.mpg.de/

Recruiter

Your code name is Alice. You have been assigned as a Recruiter for
the study ALPHA. But your real goal is to find information about
Mr. X. How can you get access to Mr. X with the limited
permissions you have been given?

Please prepare a short presentation on the following topics:
* How can you get access to Mr. X7
* Are there legitimate reasons for that access?

* What technical or organizational measures could prevent
illegitimate access?

Link: https://castellum-demo.mpib-berlin.mpg.de/

Username: alice

Password: password

Study: ALPHA

Target: Mr. X

Hints:

* As a recruiter, you get access to a random sample of
potential participants.

* Once a person is in your recruitment list, you can also find
them in the global search.

ANY

* For manual recruitment, the number of subjects in “not
contacted” status is limited. But you can add more by

changing the participation status of existing entries.

* For mail recruitment, there is no limit, but subjects would
receive an email, which makes it harder to abuse this feature
undetected.

* By default, recruiters can only see the information necessary
to contact potential participants. In your case, you are also
tasked with updating their contact information and
recruitment attributes. You have therefore been given
additional permissions.



https://castellum-demo.mpib-berlin.mpg.de/

Study Coordinator (approved)

Your code name is Bob. You are the coordinator for study BETA. But
your real goal is to find information about Mr. X. How can you get
access to Mr. X with the limited permissions you have been given?

Please prepare a short presentation on the following topics:
* How can you get access to Mr. X7
* Are there legitimate reasons for that access?

* What technical or organizational measures could prevent
illegitimate access?

Link: https://castellum-demo.mpib-berlin.mpg.de/

Username: bob

Password: password

Study: BETA

Target: Mr. X

Hints:

* As a study coordinator, you are in charge of of managing
permissions for other study members. As a consequence, you
can also give yourself additional permissions.

* This research organization has set up three study-specific
roles: Recruiter, Conductor, and Study Subject Manager.

* The study had to be reviewed and approved before you were
able to start recruitment. However, all study settings
(including memberships) can still be changed after the
approval.



https://castellum-demo.mpib-berlin.mpg.de/

Study Coordinator (not approved)

Your code name is Carlos. You are the coordinator for study GAMMA.
But your real goal is to find information about Mr. X. How can you
get access to Mr. X with the limited permissions you have been
given?

Please prepare a short presentation on the following topics:
* How can you get access to Mr. X7
* Are there legitimate reasons for that access?

* What technical or organizational measures could prevent

illegitimate access?

Link: https://castellum-demo.mpib-berlin.mpg.de/

Username: carlos

Password: password

Study: GAMMA

Target: Mr. X

Hints:

* Your study has not been approved, so you do not have access

to any participants.

* However, you may be able to exploit attribute filters to
extract information about individual subjects. Filters
provide a preview of the number of matches. So if you manages
to design a filter that only matches Mr. X, you may be able
to deduce the wvalues for other attributes.

* By default, the number of matches will be high because it
also include subjects with unknown attributes. You can change
that by selecting “Complete filter matches only”.

e Mr. X was born on 1958-04-23
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