DATA PROTECTIOIN PUT INTO PRACTICE

CASTELLUM COMMUNITY MEETING 2025

o o o o] o o] o o [} o o] o ] o o o o o o
o o o (o] o o o o o o o o o ~ A A A A
=3
o] [} o o o o] o o o o o] o ] - _:
o o o o o o o o o o o o o -H’%:—;. %
"© £ , Virenschutz = 32
5 6 6 6 B B B B B B B BB Datenswherhethlfﬂrmat[l;n?le Selbstbestlmml;mg §25 23 min E =5 wectisn
© 0o 0o 0o 0o 0 o 0o 0o 0 o o0 o Anonymitét E;lm;'t datensparsam eit 3 EEE G‘";T,:tm;? = g | Dhervachungssiaat
: eburtsdatum n_° bl
0O o o 0 0o o 0o 0o o o o o o Krypt@grapme Encryption 2° o iy ke ecurlty w B = BB Sensibilitt
5 h B B BB BBEBEBERBBEB ugisece  EIGENVETANEWONLUNG  asemerensen o rlva are .
6 06 06 0606 006 o006 o0 o o Personlichkeitsrechte £ < Big Brother
"Ver rauen sioy £ 5 ol = cooge | Passwort persilichkeitsrecht
] o [} o o o o o o o o o o o o o
e Prlvacy ﬁPmenrskoglIchkeltssgh}gthlm Transparenz s o

- = .f ¢ phlsh ng Uberwachung
Soug= 3 08 G cthestimmung 21 Sicherheit
o Personl‘lchkelt.:FacebOOk Vorratsdatenspeicherung s =

rspatwiet Datenmisshrauch Datenkrake 5 i 5 Vertraulichkeit
Datenschutzposter Spam

Menschen

Ass.jur. Heidi Schuster
MPG Data Protection Officer

What do you mean by data protection?
- survey in research institutions
800 participants
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FURTHER INFORMATION

https://max.mpg.de/Zentrale-Beauftragte/Datenschutz/Pages/01%20Datenschutz_Homepage/01%20Datenschutz.aspx

o MY MPj MYHQ  MYCAREER  SERVICE  COL
REPORTING POINTS AND COUNSELLING Templates and checklists

CENTRAL OFFICERS

Compliance

Data Protection

Hazardous Goods Template for the preparation of study
Gender Equality information and declarations of consent
IT-Security

ersen Anwendaungsbeispielen und

Animal Testing and Animal

Environmental and Safety

HUMAN RESEARCH

Balancing of interests for research
purposes

Data Protection
Contacts
OHB

BN Human research is an important component of research at more than a third of the MPG's Institutes. In the -
vents ¥
case of certain types of research involving higher risks for the rights and freedoms of data subjects, specific

data protection requirements must be taken into account when designing the research process.

Data breach

Record of processing activities . . . . ' . . Data protection information for
Human research Whenever research entails a particular risk, e.g. due to its design, the circumstances of the project or data participants
Data protection knowledge processing scenarios, there are higher legal requirements for its documentation.
sential to ads
FromAtoZ - i

Max Planck Newsletter

m

Technical data protection More Information: OHB XVII.7.2
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WHAT IS DATA PROTECTION?

WHY DO YOU GET THAT LOOK
WHENEVER WETALK ABOUT
GDPR COMPLIANCE?

® marketoonist.com
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EU Charter of Arricle 8
Fundamental Rights Protection of personal data

5
person concerned or some other legitimate basis laid down by law. Everyone has the right of access
to data which has been collected concerning him or her, and the right to have it rectified.

Freedom from Interference with Privacy, Family, Home and Correspondence - No one
Article shall be subjected to arbitrary interference with his privacy, family, home or
12 correspondence, nor to attacks upon his honor and reputation. Everyone has the right to

the protection of the law against such interference or attacks.

Everyone has the right to the protection of personal data concerning him or her.

Such data must be processed fairly for specified purposes and on the basis of the consent of the

= afundamental right protected by the German
Constitution, the EU Charter and the UN Declaration

= |egally ruled by the GDPR, supplemented by the
German Federal Data Protection Act

*
* *
* General

*
Data
* * Protection
*

* Regulation
* o4 Kk




DATA PROTECTION IS A TEAM PLAYER

Rules for human research

Ethical aspects
Professional

conduct codes

Special laws
Data Protection
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BASIC RULES AND PRINCIPLES (ART. 5 GDPR)

Lawfulness The 6
. | | for the o Provid
What is the legal basis of the processing? relatey esign of AMewopy
(o)
Transparency Esses. Protectio, _
Is the processing transparent in relation to the data subjects?
e Contrgy
Purpose limitation §°’nplianCe°asd S reSponsip|
Are the purposes of the processing defined and documented? e’nonsr,.ar . Ust pe able for
oMmpliq € to

Data minimisation
Is the processing adequate and limited to what is necessary in relation to the purposes?

Accuracy - correction or deletion of inaccurate data
Can inaccurate data be technically deleted or corrected?

Storage limitation
Are personal data only stored as long as necessary / because of statutory deadlines / other exceptions?

Integrity and Confidentiality
Are there appropriate technical and/or organisational measures to ensure the security?
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DATA LIFE CYCLE MANAGEMENT AS PART OF RDM
Objective (Art. 5 para. GDPR):

collection Proof of implementation of the
storage data protection principles and the
: protection of individuals
structuring C throughout the entire data life

adaption cycle
evaluation } combination
transmission C deletion
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Necessaary:

Appropriate technical and
organisational measures




THREE KEY CORE PROCESSES

GDPR compliant processing: whether/how
Ensuring the rights of the data subjects

Handling of data breaches
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PERSONAL DATA

Any information relating to an identified or identifiable natural person (‘data subject’).

identified person: person can be clearly determined from the data available

identifiable person: person can be identified by the controller or by in particular by

reference to an identifier such as a name, an identification number, location-data, an online identifier [...]

To determine whether a natural person is identifiable, account should be taken of all objective factors,
such as the costs of and the amount of time required for identification, available technology and
technological developments.

Ex: IP-addresses, personnel numbers, car license plates, street view pictures with specific
characteristics like window decoration or garden design
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PSEUDONYMISATION VERSUS ANONYMISATION

Pseudonymisation
Pseudonymous data are personal data!

For pseudonymous data, identification is more
difficult.

Required:

= Separation of directly identifying data
("identifiers") from the rest of the data.

= Separate storage of identifier data

» Technical and organizational protection

Pseudonymisation is a protective measure
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Anonymisation

Anonymous data are the opposite of personal
data.

Identification is not / no longer possible.
There are no risks for the data subjects.

Rules of the GDPR do not apply.




EUGH C-413/23 P VOM 4.09.2025
PSEUDONYMISATION

« Pseudonymised data remains personal data for the controller if the latter has the additional
information required for identification.

« For third parties to whom pseudonymised data is transferred, however, this data may not be personal if
effective technical and organisational measures prevent identification.

Possible effects on transfers in human research

-> No effect on personal data “per se” if the personal reference is inherent in the transferred data, e.g. in
the case of MRI scans, blood samples, fingerprints, photos
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EUGH C-413/23 P VOM 4.09.2025
PSEUDONYMISIERUNG

For other data, that is not personal “per se”

-> Data is transferred in pseudonymised form
« within the framework of cooperation
» to repositories/databases

« The data is protected technically/organisationally in such a way that there is no possibility of
identification from the recipient's point of view.

« Still mentioned in the declaration of consent

« NEW: ‘the data is anonymous to the recipient’
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Important:
LAWFULNESS all legal bases are equivalent!

informed consent

\
data processing is necessary to enter .
. . C
into, perform, terminate a contract Cos“‘iﬂ - ~
I = Standard in human research
< ~ » Public relations: newsletter
= can also be concluded orally = portrait photos on websites
= do not have to be called "contract” = Applications: voluntary information
= Flow of Money is not relevant ) - )

= internet search for people

Balancing of interests Q- :!!' ‘ = photos at events

= Monitoring car parks with video.
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CONSENT

informed: Who does what with which data?
 Contact data, characteristics, research data

freely revocable at any time
« with effect for the future
» this must be pointed out

clearly confirming action

« active, opt-in

* human research projects: no specification regarding form

* In writing, electronically, orally, by clear affirmative action

« must be verifiable

* minors (in any case under 16 years of age): consent of the legal guardians
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INFORMED CONSENT

purpose of the data processing

,broad consent”: data subjects can give their consent to certain areas of scientific research when

recognized ethics standards are met

* linkage with administrative data has to be explicitly mentioned

method of storing and processing data

« contact data, characteristics, research data

« information about the data separation and coding list
« combination with data from other sources?

Transfer scenarios )

publication of personal data?
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Within an existing project collaboration
inside the EU / EEA
outside the EU / EEA

Without an existing project collaboration
Data service center / repository

Internet platform

Restricted /controlled recipients?

Unlimited recipients?

What kind of personal data?




RIGHTS OF THE PARTICIPANTS

must be demanded by the persons concerned

A
( |
}
=
Right to Right of Right to Right to Right to Right to
SIEHTE access rectification restriction of data portability Withdraw / object
\ Y J processing

Must be actively implemented by the controller
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IDENTITY VERIFICATION

Necessary in the context of fulfilling participants” rights

Art. 12 para 6 GDPR:

“Where the controller has reasonable doubts concerning the identity of the natural person making the
request referred to in Articles 15 to 21, the controller may request the provision of additional
information necessary to confirm the identity of the data subject.”

= The process of providing access must not be effectively undermined by excessive requirements
for identity verification.
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STORAGE OF NOT NECESSARY DATA?

What do | need to consider before deleting pseudonym lists? Afterwards, | will no longer be able to
(easily) trace which data record belongs to which person. This means | will no longer be able to

respond to deletion or information requests

In Castellum, we store additional metadata (e.g. who participated in which study and when) in order
to be able to implement deletion and information rights efficiently. However, this also conflicts
somewhat with the principle of data minimization. How much additional metadata is permitted and

useful, and where is the limit?

Article 11
“If the purposes for which a controller processes personal data do not or do no longer require the

identification of a data subject by the controller, the controller shall not be obliged to maintain,
acquire or process additional information in order to identify the data subject for the sole purpose of

complying with this Regulation.”

Recital 64:
“The controller should use all reasonable measures to verify the identity of a data subject who

requests access, in particular in the context of online services and online identifiers. A controller should
not retain personal data for the sole purpose of being able to react to potential requests.”
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STORAGE PERIODS

IMPORTANT: The GDPR itself does not contain any time limits
* neither minimum nor maximum retention periods
« the GDPR “simply" says: Know your deadlines!

How do you find out retention periods?

How long do we need the data for our purposes?

These can be different periods for different purposes!

-> contact data as long as consent is not withdrawn

-> research data at least for 10 years (rules of good scientific practice)

How long does the legislator want the data?
-> Tax-related deadlines for non-cash expense allowances
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DATA PROTECTION ./. INFORMATION SECURITY

DATA PROTECTION INFORMATION
measures SECURITY

= protection of

people = protection of
assets
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THANK YOU FOR YOUR ATTENTION!

‘ ‘Die Fretheit des Einzelnen endet dort,
wo die Freiheit des Anderen beginnt.

. The freedom of the individual ends where the freedom of the other begins”

Based on Article 4 of the French Declaration of the Rights of Mar and of the ‘Citizen of August 26, 1789

Heidi Schuster
Data Protection Officer

Max-Planck-Gesellschaft zur Férderung der
Wissenschaften e.V.
Hofgartenstr. 8, 80539 Miinchen

phone +49 89 2108-1554
email heidi.schuster@gv.mpg.de




