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What is Castellum?

* Keep an overview of personal data that was
collected at the institute

* Generate pseudonyms for storing data

* Build a pool of participants for future research
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Team

* That's me!

* Part of Research Data Managament Team at
MPIB

* Currently no funding for project coordination

* No news on our DFG application for an
improved implementation toolkit

* Community contributions
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New MPIB Training Materials
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~ What is personal data?

Data Protection 4] GDPR only applies to personal data. If data can not be linked (neither directly nor indirectly) to a person, it is

. called anonymous. Anonymous data is not covered by the GDPR.
A brief summary of what you really need to know about data protection for research at MPIB.

Which of these statements about personal data are correct?

Full name and address are personal data.
Castellum Study Coordinator of®

O Yes

‘ O No
= setting up a study
— « defining recruitment filters
» adding additional members and assign them roles o

As a study coordinator, you are responsible for.

©®ooooo
Castellum Recruiter af®
As a recruiter, you are responsible for...
« inviting participants to the study v Consent
= updating participant's information if necessary
= managing appointments In order to process personal information, we need consent in allmost all cases.

Which of these statements about consent are correct?

Castellum Conductor af®

As a conductor, you are responsible to The participant receives a clearly written document that explains how the data will be
processed and what rights they have. They carefully read the document and then sign it. This
« storing collected data under pseudenyms is valid consent.
= updating a participant's inf ion if y
= managing appointments O Yes
O No

Feedback +)

-~
-

Please give us some feedback about these learning materials.
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New Versioning Scheme

* Current Version 25.10.2; Next will be 26.1.0
* YEAR.MONTH.PATCH

* New release every 3 months
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Better In-App Documentation

Castellum Demo de en admin SLogout

Home / Studies / DIR

DIR

A& Luka Hofmann &% geschekuehnert@example.net %, +494422557683

Overview General Member management Consent Pseudonym lists Sessions Recruitment Settings

Are you sure you want to finish this study? This has the following effects:
« Information about participants is still stored, but is no longer accessible.
« Information about which subjects were contacted during the recruitment for this study will be

deleted

You will still be able to resume the study to regain access to participants.

Castellum Demo de en admin SLogout

Home / Studies / DIR

DIR

A Luka Hofmann &% geschekuehnert@example.net %, +494422557683

Overview General Member management Consent Pseudonym lists Sessions Recruitment Settings

Are you sure you want to permanently delete the pseudonym list "f8B9536d8-cec3-482e-
b4be-6ebd1b2bfecf" and all related pseudonyms?

Once a pseudonym is deleted, it is no longer possible to find the corresponding contact information.
Deleting this list also indicates that the corresponding research data is either fully anonymous or has
already been deleted.

| confirm that the research data can and should no longer be linked to individual participants.
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Excluding Unreliable Participants

Castellum Demo de en admin S Logout

FFOL @/\/\ LOW telfouse m{es g Home / Subjects / L. Léwer
L’/{ (of f\?kuf F{) ;

“ Lucie Lower
M BDCE \/\/ O{OM Uah+ +O ™ report
Lose posyb(c Hﬂ

Overview Contact Recruitment attributes Data protection Additional Info

flext g‘e@ Filter /Flegs s « Z# Enter new recruitment consent
Z [AL\)CC\]L Henaied f’aﬁf)ohf { | | Please select which consent document the subject has agreed to:

Da“ﬁx kase / rcw

Excluded by us (e.g. because they were unreliable or inactive
= /ﬂ\x d A\A‘fowvmlmh /MOMMQ ‘ v ( 9 v )
Consent declined/withdrawn

Version 1

(/ «{/ k‘l’o
wrespomel/!@Sj cCoun ler-

"

L) IULOIMOJ'CJ LO\S+ CLlO\V\CC Wm( “‘ Signed file

Browse..  No file selected.

Cancel Save
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Better Database Statistics

Castellum a4 GERTRUD de en

Home / Subjects

Home / Subjects

. Search for name, phone number or email address
Search for name, phone number or email address

Current data situation

Search

Current data situation Total number of subjects: 2462
Total number of subjects: 20083 Currently recruitable 975 subjects o
Contact data updated in last 6 months 1317 P — Both consented is True (pairs) 495 subjects [ —
i i ; Zygoticity is M tic (pai 431 subject [ —]
Complete recruitment attributes 1068 sub «_— ygoticity is Monozygotic (pairs) L
Type of Multiple is not Twins 0 subjects -
Took part in a study 9635 subjects [  aaaaaaaa)
Address provided (individuals) 1316 subjects [ eeeeeaaas)
Currently recruitable 10756 subjects In Berlin (individuals) 231 subjects .
v Statistics In Munich (individuals) 86 subjects >
4000 [mmale (4749)  mfemale (6162) m diverse (20) m Other (288) v Statistics
400 W at least one person is diverse (5)
 for at least one person, the gender is unclear (14) w all female (292)
mall male (165) mvarious (126) Other (373)
2000 S
200
: l
1§l ] [ i
1zl . :
[ -
DI Illll-!== . =II|=__;_, =
05 610 T1-15 16-20 20-25 26-30 31-35 36-40 41-45 46-50 51-55 656670 >/0 Other O 05610 1115 16-20 2025 26-30 31-35 36-40 4145 76.60 51-55 5660 61-65 6670 >70 Ofher
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Security: File Access

* Users with access to any recruitment
consent file could access all other
recruitment consent files.

* Even for participants from other studies.
* Fixed in Version 25.7.1

* You can subscribe to releases at

https://git.mpib-berlin.mpg.de/castellum/
castellum/-/tags
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Relations

Allow to filter by relation to other subjects

E.g. ,twin of* or ,parent of*

Experimental, no filter-Ul for now

More in the GERTRUD talk

11



_ MAX PLANCK INSTITUTE
Castellum Project Update 2025 FOR HUMAN DEVELOPMENT

New Security Documentation

# Castellum
# / Security Considerations & Edit on GitLab

Security Considerations

Castellum does not store sensitive research data by itself. However, it stores
the names and contact details of participants, as well as the pseudonyms
that link them to research data. This makes Castellum a security critical part
of your infrastructure.

B Security Considerations

This document provides an overview of common attacks and the
corresponding mitigations in Castellum, as well as additional steps that are
needed beyond that

General Threats

Threats From Participants
Threats From Users
Database Separation General Threats

Audit Trail
Castellum incorporates several features to address common security
threats:

Annex: Full List of Permissions

+ Protection Against Common Attacks: Castellum is built on top of the
Django framework, which already comes with solid safeguards against
cross-site request forgery (CSRF) and SQL injection attacks. For more

ctor authentic details, refer to the Django Security Documentation.
ST « Content Security Policy (CSP): A robust Content Security Policy is
i implemented to mitigate a wide range of cross-site scripting (XSS)
attacks.

« Two-Factor Authentication (2FA): To reduce the risks associated with
weak passwords, Castellum supports two-factor authentication. While
this feature is optional, it can be enforced using HFAEnf
Additionally, consider enforcing FIDO2 keys, which have several benefit:
(e.g. phishing resistance) compared to TOTP keys. See django-mfa3 for
details.

ging recruitment

cruitment

However, it is crucial to ensure that the underlying infrastructure is also
secure. Key recommendations include:

+ Unautherized Access: Make sure to check the security of databases,
HTTP corvere QQH and accannt

12
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Duplicate Check Helper

Exact match found — update or ignore

Potential match found — manual check

Else — import

Challenges
- People change their names
- People share email accounts and phone numbers
- Typos

- Incomplete data

13
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Pseudonym QR Codes

Castellum Demo admin S Logout

Home / Studies / Execution for DICK / S. Becker

Y

.7« Sibille Becker

™ report

Overview Study consent Hints Appointments Update data Status

—— EE
e
[=] <

2KYG11
Privacy level 20 0 (regular)
Reliability 0 issues in 1 studies
Email aklapp{@example.com
Phone number +49241312963
Address Else-Wende-Allee 46, 20273 Angerminde
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What’s Next?

* Participant-facing integrations
- Sign up forms
- Reimbursements
- Digital consent

- Personalized links in recruitment mails

* Ul for merging duplicates

* Your ideas are welcome!
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